Joining the CRT-BYOD Wi-Fi (Apple iOS)

Click on Settings as per below image:

FaceTime Contacts

Phone IMall Safar| Messages

Then click on Wi-Fi as below:

senme Tolctra 306G 8:51 am 100%

Settings

Airplane Mode X
|a Wi-Fi Mot Connected
Bluetooth Off

UVl Cellular

Personal Hotspot Off

~No

Carrier Telstra Mobile

Notification Center

Control Center

ool L
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You will then select CRT-BYOD from the list of wireless networks as below:

ssees Tolstra 3G g8:51 am 100%: .-

£ Settings Wi-Fi

wr O

CHOOSE A NETWORK...
BYOD-Student &= (D
ICRT-BYOD a = (1)
Other...

Ask to Join Networks (/

Known networks will ba joined automatically.
If no known networks are available, you will
be asked before joining a new network.

Then enter your credentials as below (Staff ID and password) this will be your new 8000XXX
ID:

sseee Talstra 3G 8:52 am 100%: .
Enter the password for “CRT-BYOD"

Cancel Enter Password Join

Username 8000XXX

Password eesssses

QWERTYUI OP
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On some devices, you may need to trust the certificate as below:

esewwe Tolsira 3G 8:52 am 100%

< Back Certificate

gernps01.durack.edu.au
DigiCert Global Root CA .
NotvVerified (RN

Description  Client Authentication
Expires 11 Oct 2017 8:00:00 pm

Maore Details

When you've successfully joined, you will see the below when viewing the Wi-Fi settings:

seees Tolstra F B:52 am 100% -
€ Settings Wi-Fi
Wi-Fi C
~ CRT-BYOD &= (i)

CHOOSE A NETWORK...

BYOD-Student &= (i)

Other...

Ask to Join Networks D

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.
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Joining the CRT-BYOD Wi-Fi (Android)

NOTE: Android Phones vary in their settings and how to access certain functions. Look for
similar selections on your phone for the ones represented in this document.

Click on Settings as per below image:

Q4 Search for apps & |

@ m™ SAMSUNG
o ey

Samsung Google OneDrive Samsung

Pay

Play Store Phone

Gallery Clock

Calendar Calculator  Play Music

SnmsuNG

Android Pay mySamsung

Then click on connections:

SETTINGS Q

SOFTWARE UPDATE X

Tap here to update the firmware to the latest
version and use the latest features.

|' Connections
J Wi-Fi, Bluetooth, Data usage, Flight mode]

1y  Sounds and vibration

Sounds, Vibration, Do not disturb

Notifications

Block, allow, prioritise

Display

Brightness, Blue light filter, Home screen

Wallpapers and themes

Wallpapers, themes, icons

Advanced features

Games, One-handed mode

Device maintenance

Batterv. Storaae. Memorv
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You will then want to select Wi-Fi:

< CONNECTIONS

Wi-Fi
Connect to Wi-Fi networks.

Wi-Fi Calling

Bluetooth

On

Phone visibility
Allow other devices to find your phone
and transfer files.

Data usage

Flight mode

Disable calling and messaging functions,

and turn off Mobile data.

NFC and payment

Use mobile payment services, read and
write NFC tags, and exchange data
between NFC-capable devices.

Mobile hotspot and tethering

LY 1P 1 DI S

Then select CRT-BYOD from the list:

i~
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< WI-FI WI-F1 DIRECT

On

BYOD-Student

e

CRT-BYOD

Add netwaork

ADVANCED
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You will need the following settings (make sure you change CA certificate to ‘Do not validate’):

< ED
CRT-BYOD
EAP method
PEAP w

Phase 2 authentication

Mone w

CA certificate
Do not validate =

CAMCEL CONNECT

Ti2R3jalSieag7Ea|o]0
qiwlelrjtiyjulijolp
alsidifiglhfilki!
T lzixfclivibinimp<

!@‘f @ Engligh{Ls)

You will then need to put your username and password in as below (this will be your 8000XXX
ID):

CRT-BYOD

Identity
BOOOXKKK

Anonymous identity

Password

(") Show password

CANCEL  CONMECT

TH2E3 04506178980
qiwielrjtiyjujljolp
alsidifigihyifkj!
szl zlxiclivibinfmpg:d

@# € Englteh{US)
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You should then see the wireless network connected:

< WI-FI WI-FI DIRECT  ADVANCED

On «

’E‘E CRT-BYOD

Connected

Py

., BYOD-Student

+ Add network
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Joining the CRT-BYOD Wi-Fi (Windows 7)

Click on the Wi-Fi Icon in your system tray:

Mot connected +

I:EIII.] Connections are available

Wireless Metwork Connection ~
CRT-BYOD m
Other Metwork 1':1!]

Open Metwork and Sharing Center

™ %O E

Click on the CRT-BYOD wireless network and choose connect automatically:

Mot connected *3
I:E[[I.] Connections are available

Wireless Metwork Connection -
CRT-BYOD M
Connect automatically
Cther Metwork 1':1!]

Open Metwork and Sharing Center

L -
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You will be prompted for your credentials. Enter your account details as you would normally to
log onto college computers:

Windows Security ﬁ

Metwork Authentication

Please enter user credentials

| LlEEF name |

| Password |

| ok || cance

If you get this notification, it is letting you check this connection's security certificate and
asking if you want to proceed. If you want to check the certificate (which is a good habit) click
details. It should match this image. Click Connect and you're connected:

Windows Security Alert | 2 |

P The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details
Radius Server: gernps01,durack.edu.au -
Root CA: DigiCert Global Root CA

The server "gernps01.durack. edu.au” presented a valid certificate issued
by "DigiCert Global Root CA™, but "DigiCert Global Root CA™ is not

configured as a valid trust anchor for this profile. Further, the server
“gernps1.durack.edu.au” is not configured as a valid NPS server to
connect to for this profile, -

E] Details Terminate ] [ Connect
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Joining the CRT-BYOD Wi-Fi (Mac OS X)

Click on the Wi-Fi icon:

4 4 = 4 59% @F Thu 9:13 AM Information Systems Q =

BALKLF

Ken
backu.. ackup

Wi-Fi: Looking for Networks.,
Turn Wi-Fi Off

CRT-BYOD
CRT-Student

Join Other Network...
Create Network...
Open Network Preferences...

You will be prompted for your credentials. Enter your account details as you would normally to
log onto college computers. Remember this network if you will be using this device regularly
on this wireless network:

R The Wi-Fi network “CRT-BYOD" requires WPA2
‘ ::* enterprise credentials.

L

Mode: | Automatic

Username: |

Password:

_| Show password
| Remember this network

7) | Cancel Join
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If you get this notification, it is letting you check this connections security certificate and
asking if you want to proceed. If you want to check the certificate (which is a good habit) it
should match this image. Click Continue and you're connected. This only needs to happen

once:
Y 6 Verify Certificate
o Authenticating to network "CRT-BYOD"
Before authenticating to server "gernps0l.durack.edu.au”, you should
gﬁ examine the server's certificate 1o ensure that it is appropriate for this
- network.

To view the certificate, click "Show Certificate’,

[ Always trust “gernps01.durack. edu.au”
DigiCert Clobal Root CA
e | DigiCert SHAZ Secure Server CA
& gemps0l.durack.edu.au

gernps0 l.durack.edu.au
Issued by: DigiCert SHAZ2 Secure Server CA

Expires: Wednesday, 11 October 2017 B:00:00 PM Australian Western
Standard Time

% This certificate is valid

b Trust
» Details
(7 | Hide Certificate Cancel | | Continue |
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