CENTRAL REGIONAL TAFE STAFF WIFI GUIDE — GOLDFIELDS

<+ Please note that you can only connect to your applicable SSID i.e. staff can only connect to the “CRT-BYOD-ADM”
SSID and students can only connect to the “CRT-BYOD-EDU” SSID, otherwise your credentials will be rejected.

WINDOWS 7

1. Click the wireless bar then go to Open Network and Sharing Center and click Manage wireless networks.

Mot connected

I:[[!ﬂ Connections are available

Dial-up and VPM
Goldfields Institute of Technology

Wireless Metwork Connection

CRT-BYOD-ADM M

GIT-Student M

CRT-BYOD M . \. - ‘ “* » Control Panel » All Control Panell

CRT-BYOD-EDU M

Control Panel Home Vi
GIT-Staff M iew your |

MHOF-5HOP Ll Manage wireless networks

IOpen Metwork and Sharing Center I Change adapter settings

Change advanced sharing
settings

2. Click Add and\or click Manually create a network profile.

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

@ Adapter properties  Profiletypes  Metwork and Sharing Center

'\"—) ! Manually connect to a wireless network

How do you want to add a network?

Ak Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (551D) and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

]
e




3. Manually fill out the fields as outlined below and then click next.

y ' Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: CRT-BYOD-ADM

Security type: IWPAZ— Enterprise

Encryption type: [AES

Security Key: Ilide characters

Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

4. The click Change connection settings.

'@' «! Manually connect to a wireless network
——— e — i s e e s

Successfully added CRT-BYQD-ADM

= Change connection settings
Open the connection properties so that I can change the settings.

5. On the Security tab, make sure the setting match the diagram below and click Settings.

RT-BYOD-ADM Wireless Metwork Properties

Security type: | WP A2 Enterprise

Encryplion type: [AES

Choose a network authenticgtion method:
| Microsoft: Protected EAP (PEAP) -

Remember my credentials for this connection ead
time I'm logged an




6. Uncheck Validate server certificate and then click configure and uncheck Automatically use my Windows logon
name and password.

Protected EAP Properties

' [ validate server certificate

Connect to these servers:

Trusted Root Certification Autharities:

[} AddTrust External CA Root

[] Baltimere CyberTrust oot

[ class 3 Public Primary Certification Authority

[] cOMODO RSA Certification Authority

[] DigiCert Assured ID Root CA

] Digicert Global Root CA

|:| DigiCert High Assurance EV Root CA

4 | T |

EAP MSCHAPYZ Properties
Do not prompt user to authorize new servers or trusted
certification authorities.

When connecting:
Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure. .. ]

[ Automatically use my Windows lagon name and
password (and domain i any).

Enable Fast Reconnect

[7] Enfarce Metwerk Access Protection
[ Disconnect if server does not present cryptobinding TLY
[ Enable Identity Privacy

ok | | cancel |

[ ok ][ cancel

7. Then click OK, Ok ..... then Finish. soon after, you may get a prompt to enter your login information. If not, go to
list of WiFi and connect to CRT-BYOD-ADM

ALk Additional information is needed to connect CRT-BYOD-ADM. % X
=, Clickto provide additional information.

FINALLY, Enter your Staff ID and your Network Password.

Network Authentication

Please enter user credentials

2000300 |

sessssansl |

NB: You may have to enter your login info twice or thrice for the connection to be successful.



WINDOWS 10

1. Press the Windows Logo ﬂ + X from the Start screen and select Control Panel from the menu.

Task Manager

Control Panel

File Explorer

Shut down or sign out

Desktop

2. In control panel, switch View by to Small icons and then select Network and Sharing Center.

Adjust your computer s settings
QE Administrative Tools @Autopla}r
L3/ Color Management anl.. Configuration Manager
View by:  Smallicons ~ %@ Default Programs & Dell Audio
Category Flw Devices and Printers £ Display
. . . Large icons £ File History Flash Player (32-bit)
%@J BitLocker Drive Encryption - _
T . ® Smallicons ¢ Indexing Options Intel® HD Graphics
(5 Date and Time
2 Keyboard €2 Language
iy Device Manager
e i s Metwork and Sharing Center E_i Personalization
File Explorer Options -
od HomeGroup & Programs and Features & Recovery
Security and Maintenance Iy Sound
. P Security |

3. Click Set up a new connection or network.

View your active networks
You are currently net connected to any networks.

cettings

EE. Set up a new connection or network

Set up a breadband, dial-up, or VPN corfpection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,




4. Click Manually connect to a wireless network from the list and click Next.

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

[ i Set up a new network
e, Set Up a new router or access point.

ﬁ Manually connect to a wireless network

(Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

]

5. Manually fill out the fields as outlined below and then click next.

21! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: CRT-BYOD-ADM

Security type: [WPAZ- Enterprize

Encryption type: IAES

Security Key: | I-Iicle characters

Start this connection autormnatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

6. The click Change connection settings.

@ 11 Manually connect to a wireless network
———— S co—— — i s o s e

Successfully added CRT-BYOD-ADM

2 Change connection settings
Open the connection properties so thatI can change the settings.




7. On the Security tab, make sure the setting match the diagram below and click Settings.

RT-BYOD-ADM Wireless Network Properties

Security type: | WPA2-Enterprise

Encryption type: [AES

Choose a network authenticgtion method:
| Microsoft: Protected EAP (PEAP) -

Femember my credentials for this connection ead
time I'm logged an

8. Uncheck Validate server certificate and then click configure and uncheck Automatically use my Windows logon
name and password.

Protected EAP Properties

hen ronnecting:

[T validate server certificate

Connect to these servers:

Trusted Rook Certification Autharities:
o
[] Baltimore CyberTrust Root
[ class 3 Public Primary Certification Authority

[ coMoDo RSA Certification Authority

[ DigiCert Assured ID Root CA

[ Digicert Global Root CA

I:l DigiCert High Assurance EV Root CA

< | rrr |

Do not prompt user to authorize new servers or trusted

certification authorities. EAP MSCHAPWZ pr-FI-EI'tiE'S

Select Authentication Method:

When connecting:

[SECI..IrEd password (EAP-MSCHAP v2) [ Configure... ]

Enable Fast Reconnect

[ Enfarce Network Access Protection
[7| Disconnect if server does not present cryptobinding TLY
[7] Enable Identity Privacy

1 Automatically use my Windows logon name and
passward (and domain if amy).

ok || cancel




9. Then click OK, Ok ..... then Finish.

Go to list of WiFi and connect to CRT-BYOD-ADM and then Enter your Staff ID and your Network Password.

FINALLY, You should see confirmation that you’re now connected.

CRT-BYOD-ADM

Connel

CRT-BYOD-
7z CRT-BYOD-EDU

Secured




ANDROID DEVICES

@

% Android Mobile devices may vary on how some icons appear and the path to access certain functions depending
on what Android Version you’re using. In some case you might need to look for equivalent selections to the ones
presented in this document.

1. Go on Settings, then Connections

SETTINGS Q

. o SOFTWARE UPDATE X

Play Store Phone Messages Camera

Tap here to update the firmware to the latest
version and use the latest features.

. ' ‘ - T
| Blueic th yata usage, Flight moc

Sounds and vibration
Gallery Clock Contacts Settings RNl

unds, Vibration not disturb

2. Turn ON WiFi and select CRT-BYOD-ADM from the list.

< CONNECTIONS Q

< WI-FI Wi-Fi Direct  ADVANCED
Wi-Fi
Wi-Fi Calling

CRT-BYOD

Bluetooth 4
on - | CRT-BYOD-ADM |
Phone visibility CRT-BYOD-EDU
Allow other devices to find your phone




3. You will then see the following settings (preconfigured by default)

» Then enter StaffID as username and your Network Password and press connect
> Finally you will see confirmation that CRT-BYOD-ADM is now connected

<__WI-FI

Wi-Fi Direct  ADVANCED

CRT-BYOD-ADM

EAP method

PEAP v <

Phase 2 authentication

None » ‘

CA certificate

(Unspecified) = ‘
Identity

8000XXX

Anonymous identity

Passwaord

() show password
Auto reconnect

() show advanced options

CANCEL

ICONNECT I

< WI-FI

ON

CRT-BYOD-ADM

annerts

Wi-Fi Direct

CRT-BYOD

CRT-BYOD-EDU

ADVANCED




10S DEVICES

1. On Home screen go to Settings, then Select WiFi

Calendar

G0

Photos Camerar WET S

EE

App Store

Google Maps Settings

Settings

Apple ID, iCloud, iTunes & App Store

Aeroplane Mode

Wi-Fi Not Connected

Bluetooth Not Connected

Mobile

=D

2. On list of WiFi’s select CRT-BYOD-ADM and enter StaffID as Username and your Network Password and join.

{ Settings Wi-Fi
Enter the password for "CRT-BYOD-ADM"
Cancel Enter Password
CHOOSE A NETWORK...
CRT-BYOD a = (D)
Username 8000XXX
CRT-BYOD-ADM a = ()
Password ooooooooool
CRT-BYOD-EDU a = ()

3. On most devices you might be prompted to accept the Trust Certificate, after that you should see confirmation

that your device is now connected. ©

Certificate

Cancel

NPSO01IDO001PRD.id.dom
Issued by ID-CA

Not Trusted
Expires 22/6/18, 2:51:49 pm

More Details

| Trust |

¢ Settings Wi-Fi
~ CRT-BYOD-ADM a & ()
CHOOSE A NETWORK...
CRT-BYOD a = (i)
CRT-BYOD-EDU a = ()




